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WHY ALL THE FUSS?

« Rapid Fechnological Advances
* Communicalons
= Swvaillice
= Nanoleshiology
= Biomelics
= Relatively Slow Evolution of the Law
= Legislative process can be siow
+ Education of policyriakers, gevernment oflicials, and the general
public tekes e
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TECHNOLOGY CONTINUES TO EVOLVE

= Virtual meelings are replacing in-person meelings

= Devices are becomdng smaller, fasler, more powerful, and
have greater storage capacily Han ever before

= Wireless technologies aftow for imare mobility and permit

greater connectivily

Widespread use of swveillance cameras

.
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LEGAL IMPLICATIONS OF GHANGING YECHNOLOGY

= Exigting laws are being applied lo new and different
circumstances and courts must often "adapl” existing
faws lo it these circumstances

= Ag new laws are developed. they need (o be reconciled
with old laws that Baver't changed

« Some legal issues will be difficutt to anticipate in advance,
sspecially when a lechnology is not woll-.understood
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EMPLOYEE MISCOGNDUCT

+ Qpportunities for miscondisat
* Anlerngl
+ makes it easy 10 ascess b pernograpbic and otler noR-works
relaked mateial
= an Faolilate inapptopriale communicalions
> Removabie memory devices (2.9, USE Mlash dives)
+ fuake i easy 0 steat dala lvont comprder Systems
* facilitale inveduciion of viruses or makwirg
= Gell phongs
« gan lagililale inpppropriale communicallons
= with cameras can be used of INproper purpuses
« wsed for loxting ean load to accidents if used while Griving or
opérating machinery
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WILL TALK ABOUT

-

Electronic use policles

= Blogs/Socia networking
Lawiul products

» Privacy

« (Genetic testing

Email use
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DEVELOP ELECTRONIC USE POLICIES

= Older elecironic use pelicies prohibited 8l personal use of
computers or arganization-provided tochnology
= Newer electronic use policies recognize that the Jalest
technologies blur the distinclion between "work™ and
*personal’ {e.g., work-rilated alectronic communications
frequently conlinue afier employees leave the workplace}
Policias crafted 1o permil some personat uss while
attempting to prohibit cbvious misuse such as harassing
coworkers or accessing porpography

-
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OBJECTIVES OF ELECTRONIC USE POLICIES

= Nolify employees that they Bave no expectation of privacy
when using employer-provided technology and thal the
organization wili monitor employse use of lechnology
Encourage productive use of techaology and discourage
unproduclive or barmful use of technology

= Pravide examples of appropriate as well as inapprepriate
use of echnotagy

Reniing amployeas that they must slilt obey the law and
olher organization polivies when usiag technology

= Communicale the consequences of violating the policy

®
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BOWNSIDE OF ELECTRONIC USE POLICIES

= Risk of over-ragulating employees
= fow cangioyas morate
= greai red lope and inefliciency
= Employer knows whal is being said
and inay, as a result, be accauntable
for it.
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POLIGIES REGARDING E-MAIL AND INTERNET USE

s How?
s+ Develop a comprehensive lechnology policy
« Adddress privacy expectalions
» Digseminate the policy
» Discuss the policy — training important
» Require smployees (o sign an
acknowledgment
* Monitor e-mail and Internet use
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AN ELECTRONIC USE POLICY IS NOT ENOUGH

+ Establish guidelines for proper online fiquells
« pssume what you wrile wilk end up on the font page vfa
NEYLSPAReT
vehat you writi: can and will be used against you
vratch rot only whiah your say, bul ko whom you say il
nothiny is ever reafly deleled
belpe you bil serd gr save, evaluali f risks and benetits of what
you are wiiting
+ Take quick aclion when probleris are idestified

.
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MONITORING EMPLOYEE ACTIMITIES

+ Moniloring employee use of leehnology is easier said than done
« As atesull, many eaployers only monitor for inappropriale
inlernel browsing
+ Effective monilaring cequires cooperation and comawmnicalion
gehween Pl and HE
s neleutive manitaring can be worse 1han no monitoring
« it monitaring revests information Ihal requires you to take
action {e.9., evidence of & hostile esvironment) anid you
take no such action
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TECHNOLOGY TO WATCH

* Blogging

= Social Networking
s Twilter

= GPS

= Cell phones
Carntera phones

.
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BLOGGING

= What is a Blog?

« A blog, or weblogging, is a Web site which
is continually updated as a personal diary,
collaboration space, news oullet, collection
of finks, or memos to the world via the
internet. Almest anything can be ona
blog, including: text, pictures, audio, video,
and more.
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BLOGS

20,000 blogs created daily

Approx. 20 million in existence In Unkted States
Approx. 35 million people read hlogs daily

External Blogs-written for reading by anyong
Internal Blogs-company blogs for sharing ideas and
managing Information within the company

.

.
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WHAT TYPE OF BLOGS ARL THERE?

» Inernal
= Allowing d00ess [0 compaity employees vnly
= External
« Availabie on e inlenst for Ihe world o read
» Examples:
+ Company-spensorsd
= Inchividugt-gponsared
« Gardening
* Heallhcare
= Employmant relations, ¢te
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PROBLEMS WITH BLOGGING: WHY YOU
SHOUL.D BE CONCERNED

= In general

Breach of confidentiality
Defamation

Haragsing or ollensive content
mappropriate conten

easion of frivacy clakns
Smear Canpaigng

Crpyfight v

&3 hachred i) K Fowpsinen | P 2000

[iciags sesT |

ADDRESSING BLOGGING IN THE WORKPLACE

» Rocent Survey
+ A46% No Policy
+ 3% Pranils Aceessing Siles
« 19% Allows Riasonable Access
« 1% ¥Whotis Facebook?
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- Develop an affective workglace policy to address blogaing

- Reduirg einplyaes who sreahy and manntsin Rlags © promingilly
hsplay B disciimaer on lheir iemepaye
Estanlish amployees” responsibilizy for ine porposeful or
nadvertent disclosure of any eonfidential infarmation
Eslanlish employars dyht 1 freely view and monitor an
employea’s webpage
Probilil eimployees from making slatements abowt your
organization, iheir coworkers, and your cusiomers, competilors,
agenits, of pariness thol could bo considered harassing,
Ireatening, lbetous, or defamatory in sy way
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ADDRESSING BLOGGING IN THE WORKPLACE

Expiain thal anything posted on an cnployss’s websile is subject
10 a other drganization policies

Require permigsion to post or reproducs any organizalion iGgo,
malerial, or lrademarks

Slate Ihat empioyces are subjectio disclpline, inchiding being
fired, for violaling your policy

nclude language relalod ka professionalism, ehis, and conflicls
ol interest

Remember (e First Ameadiment
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ADDRESSING BLOGGING IN THE WORKPLACE

« For company spansoered blogs
+ Eslablish what is appropiiaie content
+ Becure lem through passwords or other means 1o arsvent
unauihorized viewing and protect canfidentiality

+ Blogyging policy showtd be wiilten
» {evelop, communicats. and enlorce § policy
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SOCIAL NETWORKING SITES - MY SPACE, FACERODK, &TC.

. 230,000 new registeations a day world wide
* Vasl majority of Armericans undor 20 paiticipate in one

«  Sixly-tvee percent of employers hal search social
netwarking profiles ontine have rejected candidates based
upon information found within those profiles
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2008 SHRM SURVEY

2006
2% psed SN sites Frequenily for FCCIuing pUAIOSEs
T usno 5N siles occasionally for recroitig ppeses
9% never used SN sites Tor recruifing porposes

2008

4% always use SN sites for eoling pupoeses

9% frequently wse SN sites for recsling purposes
13% occosiohally s SN siles lor recnuting purposss

15
18% seldom usa SN sites for recrulting purpdses
£5% nover use BN siles [or recraliing purposes
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SHOULD YOU USE TO HIRE?

» “Background” check - Disclosure? Oiscavery?

» Do you really want 1o know that?

Sexual erigntalion

Disabililies

Rage

Assockations (on-prolessionsl)

A pichure telis 1000 words - somelnes a 1000 words Lo many

v

.

.
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TWITTER

= Service o communigate and stay connected through the
exchange of quick, frequent answers to one simpls
question:

Whai are you doing?
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« A potentiat Cisco applicant tweeted this:
Cisco just offered me a job! Now | have to weigh
the uiilily of a fatty payeheck against the daily
commude ko San Jose and hating the work.

= Someone at Cisco saw the Tweet, and tweeled back:
YWhe is the hiring manager. P'm surg they would
{ove 1o know thal you will hate the work. We here
al Cisee are versed in the web.
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USE OF GPS IN THE WORKPLACE

» Usad to monilor employee’s
whereabouts denng the workday

= Duly fo bargain use of GPS 1o
monitor whercabouls of
employoces

D Mishset Bast & Frivdich LLP 2000 7




MICHAEL BEST |
DISCIPLINING EMPLOYEES

« State Law {(WIl) - Lawful Use
= "Subject 16 s5. 111.33 to 111.36, no

ernployer... may engage in any act of
employment discrimination as specified
in s, 114.322 against any individual on
the basis of... use of nonuse of lawful
products off the employer's premises
during nonworking hours.”
Wis. Stat. § 111.321,

W hched Host & FIRdRs 1) 1 3 £

LINION SOLKCITATION AND
GISTRIBUTION OF UNION MATERIALS

v Employee rights uader Sec. 111.70(2} of MERA include
the: right 1o engage: i lawhs concerted activilies for
rniual aid and pratection.

v Under Sec. 111.70(3) of MERA, employers are prohibited
feom engaging in interference, restraint, and coercion of
employees in exercise of their dghts.
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UNION SOLICITATION AND
DISTRIBUTION OF UNION MATERIALS

< EMail
= [nederence will concerted
activilies?
« Policies must be nevlral and
be enforced i a consistent,
non-discriminaltery manner.
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PRIVACY

« 11.5. Constitution protects against governmental inbusion
« a public employee may have a reasonable expectation
cf privacy in hisiner officer, desk, and file cabinets at
the workplace ('Conner v, Orfega, 480 U.S. 709
(1987).
* Employer can define the reasonable expectalion.
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PRIVACY

« Wis. Slats. § 985.50 (renumbered from 885.56)
< odities common law privacy doctiine
+ establishes cause of action for invasion of privacy
+ nol lisiled to smployinent sellings
* remaedies
» gyuitable relisf
« compansalory damages
» reasonable altomey fees
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PRIVACY

« Employers may generally conducl gilent video
surveiilance of employaes in Wisconsin in public orin
praces where employees would nof have a reasonable
expectalion of privacy.

naliways and olher Cammors areas versus bathrooms or locker

{oomns

may nol recors conversations wihoul consent of one of the aprties

To e comversalion

ctassoems — duly 1 bargain

.
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= Some information nay aot be used:
< wis. Slal. § 111,372 prohibits requesting, ceutiniig, o uging
ganstic lesting to alfect & lerm o condilion ol amployneal
a \ias, Slat § 1LY prohibits Ihe use of "honesty testing devices”
such as “lie deleclors™ or polygraphs except in limited
circumstances

£ Mgkt 1031 & B e
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GENETIC TESTING - GINA

» Genatic Information Anli-Discrimination Act of 2008
(GINAY
« takes effec] November 21, 2609
« prolibils discimination in employment based on & person’s
genetic information o the genetic infermation of a person’s
family members

o rAkd Rt 8 R LS 16 S a5

GENETIC TESTING - GINA

v *Genelic Information” is infermation about
gunelic lests 1hat an indivigeal has undergons
the gonelic lests of an individuals famdy membiers
the manifestation of @ disgase of @soeder in o family member
uses of genilic sprvices (e.d., counseling ar participation in elintcal
FESEARCh INVGVITg SUCH SAYvines
Fer proposad EEOC. regulitions, woukl alse inGlage genelic
infonnastion of & felus or enbru.

» finat EEOC requiations wete pxpectad carlied thig year bal

have ot been released yal
+ the BEQC is responsible for entoreing Tille 3l o GINA

[EDCRET ST dr e AR ] E
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GENETK: TESTING - GINA

+ Exceplion to general rule against coltecting genetic
information with resgarct 1o employees or their familiss
only if ail of the following apply

« whon eoplayer is offering health of genelic seniaces (6.9

ViR prOgrams

cmgioyhe provides “prord, knewing, voluntary, and whllen

audhadizalion” specifying e types of inforalion e e oblained,

explaining bow il wil be used, and describing GINA'S restriclions
on the: disclosure of gencic information

only the cmpioyea, Tamily member, andd health care provider (of

genutic coungslor) receiva the genclic information collecied

the employer does not receive any individually identifinble

information cotecled (Bl may saaregato reslls)
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TECHNOLOGY CHANGING COLLE

» Students ceave the latest, fastest, and best technology
Frapid evolution in lechnotogy creates a constant
challenge to keep up

Internet access is 4 Necessily at o institutions (wireless)
Each technotogy creales new challenges and issues
(e.g., calf phone use, digital cameras, online
communications)

N
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LEGAL IMPLICATIONS

« The legal implications discussed in the workplace context
also apply generally o the college or university selling,
which is a workplage for facully, staff, and even some
sludests

« Collsges and universiies face addiional issues when

devalaping policies relating to technology. including how

the policies will apply 1o shudents and deaf with situations
ihal may he unique o cotlege and universily campuses

Public collenes ang universities have additional

considerations given their status as part of {he

governiment
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CONSIDERATIONS
FOR COLLEGE SETTINGS

» Cell phones, camera phones, and other personal
lechnotoqy

can aid in cheating and tan be prehibited in esting rooms

for pubtic inslfutions, "reasonable suspicion” is usually required for

amgre inlrusive search af a cell phone's conlenls

conliscation of personal lechnolony can lead to claims of

canversion and, for public instiliions, alleged due process

violalions

bkt o [
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ADDITIONAL CONSIDERATIONS
FOR PUBLIC COLLEGE SETTINGS

»  Open Meetings Low
~ A megling occurs whonever,
+ (DY Membeis convene (o7 purpose of conducting
govermnmentat business dod
+ {2 Fhore are sufliclent number of mombes presen] to
deberming binfy's Couse of aclon
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ACDATICHNAL CONSIDERATIONS
FOR PUBLIC COLLEGE SETTINGS

< QUESTION: Can e-mails or inslant imessaging conslitule
a meeling?

Mo case law on Lhis bt

AG. olfice strangly urges pubic enlites ke sveid using sleclionic

et o communicate G mallers of pubfic business hecause it

graales a "substantial isk of viplaling the OM. taw. informal Lelter

from Wis. Ally. Gen. tg Krischar (107362000}
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ANOITIONAL CONSIDERATIONS
FOR PUBLIC COLL TINGS

1+ (M1 712064

Infoimat keller lrom Wis, Ally, Gen, Jo Ben

« A gereiminalion of whciher e-mail implicates apen neelings
cepenids on wihchhes the s-mail 8xchangs more resembles
“ratrespondanca’ Of “conhversalion”

= The A.G. alzo aated thal a violalien ¢ould peeue:
= if elected oificials are instant messaging or conlachng
gach olber via e-mail wilhin a close timeframe if enough of
eny ars involved in tho messaging fo detenifine the
body's eotrse of ackien, and {2) there is a purpose 1o
engage I official business.
» wealking quorum
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ADDITIGNAL CONSIDERATIONS
FOR PUBLIC COLLEGE SETTINGS

= Open Records
= Defailion of & recoul bioad encugh lo encompass emails
= AEeord” s
* “fAlny walerial on which wrillen, deawa, prinled, spaken,

visual of gleclromagrelic information is recerded or
presarved, regardess of physicat fom or charactenistics,
which bas been traated or s being kept by an authority. Wis.
Slat § 19.32(2}
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ADRDITIONAL CONSIDERATIONS
FOR PUBLIC COLLEGE SETTINGS

» Open Records cont.
= Arresond”is not:
= a’renord” does nol include drafis, notes, prefiminary
computations and like matenials prepared for the originators
persenal use of prepared by the originator in Me name ol 5
persan for whom Ihe originator is working: fof) matgrials which
are purely the parsonal property of the custodian and
have no relation 1o his or her office ... Wis, Stat. § 19.32{2)
(fmphissis added}
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ADDITIONAL CONSIDERATIONS
FOR PUBLIC COLLEGE SETTINGS

*»  Cpen Records conl
~ What aiout peesonal ¢-malls snt frend nslitution’s system?
» Schil v, Wiseonsin Rapids School Disl, 2008 WL 1164920 Wis.
App. 200%
» Sehonl has a policy on ownership of computer system and no
expeclation of privacy but allows for “ogcasionat persoaal
sE"
© Reqguestis made for a-mailgdor five $ohoo! emplovess “from
o compiers tay wse dwing their scloch work day.” over a
Six-wiak e,
Should the Feguesior ged alt e e-mpils, evem
1@ puredy personil, Le. conmunications with
Uitenits s fanity? VWhat il U disgussions invotved soline
Coltige busingss?
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ACDITIONAL CONSIDERATIGNS
FOR PUBLIC COLLEGE SETHNGS

= Open Records Cont.

+ Mginissue beforg e cowlis whether g some of e e-maits
quality $0r "purely personat CremplKe”
« If the excmplion does ool apply, SIEEDavi 1o w6 Datancie) lest
= Public's inleroslin disclosing the infarmation, Le. 10 sga how 4
pubilic empleyee is spaading el fine ot work
vs.
- Fubfie’s nterest in o privacy ights of public employecs.
« Court of Appeals asked the Wisconsin Suprems Court to
decide this issue and it is now pending before the Court.
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WHAT SHOULD WE DO?

-

Don't lorget existing rules

» Keep upwith lechnology even if you don't use it
Antticipate how existing rules may apply fo new situations
brought about by changes in lechnology

» Keep up with now laws

« Roview existing policies

= Develop new policies based on new lechnology and new
jaws

Communicale and enforce all policies consislestly

= Dont be alraid f0 seek out information andfor advice

.
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QUESTIONS
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